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In this tutorial, you will learn about:

=

Motivating Concerns over Surveillance with
Biometrics in Difficult Environments

Lighting Considerations

Optics Considerations

Sensor Considerations

Weather and Atmospheric Impacts

Data Sets for Evaluations

Controlled Experiments for Large Scale Collections
Challenges for Image Quality Assessment
Advanced Feature Detection

10 Mitigating the Effect of Blur
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In this tutorial, you will learn about:

. Features for Recognition

3D Approaches

Video Based Approaches
Pose & Occlusion Invariance
Biologically Inspired Methods
Image Quality

Meta-Recognition for Post Recognition Score
Analysis



Motivating Concerns



Motivating Concerns

Cooperative Face Non-Cooperative Face
AControlled pose ANo control over subject
AControlled position AOutdoors?

AControlled lighting ANighttime?




Motivating Concerns
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Motivating Concerns

Atmosphere/Weather
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Face Recognition System

Image Acquisition
L 2
Face Detection

S
Faclal Features

Extraction

Registration and
Representation

Classification




Face Recognition in our dally life

AGoogl ebs picasa

A Apples iPhoto

A Facebook Face Recognition

A Windows Live Photo gallery

A Lots of face recognition login software
A Face recognition mobile apps

How Is survelllance different?



Face Recognition Biometrics Deployments

Project - Vertical Horizontal |Application cc - -
T Location |Vendor Sector R i el A e eestn Additional Description
Manchester, |;- yox Travel and Surveillance/ : 4th US airport to adopt
NH Viisage US-NH  |Vissage Transportation | Screening Screcning solution
Cognitec
'‘SmartGate’ Australia  |Cognitec Travel and Phys Physical 6k Qantas aircrew, based
Svdney =il Transportation | Acc/T&A  |Access on passport read
Airport
Virginia Law 600 image database, 10
Beach US-VA [dentix EEE;rcement Criminal ID |Surveillance |subjects. alarm rate met
Surveillance with deployer approval
A ) - Travel and Phys Physical Face recognition terminal;
Bedin Agport|Genmany  |ZN Transportation | Acc/T&A  |Access template stored on SC
Image first entered into
Diversitv Vi system at time of green card
Pmerﬁ;ﬂa B3 Us-MaA Viisage |Government |Civil ID Immig D registration to prevent
& duplicate apps. later used
for security screening
CODL  |US-CO |Identix |Government |CiilID  |DL duplicate enroliment
etection
Zurich Airport Police
Zurich : ; Travel and Surveillance/ : rmnning system; targeting
Airport Face Switzerland| C-VIS Transportation | Screening Screening illegal immigrants from W_
Africa. M East and Asia
Citv of ID-2000 and CABS system
Brentwood |US-CA  [Imagis |- Criminal ID [Forensic ~ [1hegrated into fhe Records
Police Dept. orcement MAanagement system
(EMS) of Data911

http://www.biometricsinfo.org/facerecognition.htm vastyccs e ;ll |



Face Recognition Vendors

Face Recognition SDK Vendors Face Recognition Application

A Animetrics Inc. Vendors

A Ayonix, Inc. A Airborne Biometrics Group, Inc.
A Betaface.com A Avalon Biometrics

A Cognitec Systems GmbH A Csystems Advanced Biometrics
A Cross Match Technologies, Inc. A Face.com developers

A Cybula Ltd. A ID One, Inc.

A Face.com A IITS, S.L.

A L-1 Identity Solutions, Inc. A Kee Square S.r.l.

A Luxand, Inc. A Morpho

A Neurotechnologija A TAB Systems

A OmniPerception, Ltd. A XID Technologies Pte Ltd.

A Pittsburgh Pattern Recognition

A Sensible Vision, Inc.

http://www.facerec.org/vendors/



Data Complexity

How many pixels are needed to reliably
perceive a face? (Human Perspective?)

... Not many ... (20x14)

| t 6s mor e spataldistributionna nodf é
proper frequency tuning

*Massimo Tistarelli, Advanced Techniques for Face Based
Biometrics, June 2009 12
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The classification problem

A Intra Class and Inter Class variations

Intra- Class
Variation

Same people might
appear different=>
Leads to false Reject

Two different might
appear same=>
Leads to false Accept

Inter-Class
Variation




Measures and Tools

The hardest problem is the asymmetric aspect of the
problem ..

Suppose a security system that detects threatening

Individuals 1s 99.99% accurate. That Is, if someone Is a
threat, there is a 99.99% chance that the software indicates
threat," and If someone IS not a threat, there is a 99.99%
chance t hat t he sotf i weaate. o nd

Assume that 1 in every 100 million border crossings brings
a serious threat I nto the US
per year)

Would it be an effective security system to deploy?



Measures and Tools

Probably not effective. These parameters will generate
10000 false alarms for every 1 real threat. That is 30
times a day, every day. And every false alarm means that
all the security people go through all of their security
procedures. How many false alarm before they stop taking it
seriously?

Because the population of non-terrorists is so much

| arger than the population of
practically useless as active security. Its only real value is

as a deterrent.

And of course we donot have :
let alone one that is 99.99% accurate



Measures and Terminology

Feature | Biometric
¥ | Extraction| |Signature \ -
j 4 DB with
/ MaICNGT™ e
Image

Similar images, different features

PCA:- 19.1, ;7, 12.8 PCA: 18.94.812.7

For biometrics, we need inexact matching, thresholding
on a ndistanceo between s

- ... vastyccseduy



Accuracy Tradeoff

Inter-subject variations Intra-subject variations from normal
from different people and behavior (e.g. head pose, finger
intruder attacks pressure, etc.)

FAR = False Accept Rate=accept wrong person

FRR=Fal se Reject Rate = doesnobt acc¢
A
sl N Matching Threshold
g
@ Yes :-)
Security= g b """ Usability=
low 5] M, | low
False 2 | Authorized False
Accept & s T Reject
Rate . Rate

Distance from Stored Template




Accuracy Tradeoff

igenfaces, original
Howak, original
Howak, funneled
Herl

Herl+Nowak, funneled
Hybrid descriptor=based, funneled
Pixels/HKL, funneled

Y1=-like/HKL, funneled

LDHL, funneled

Hybrid, aligned

Conbined b/g samples based, aligned
Attribute classifiers

Sinile classifiers

Attribute and simnile classifiers
Human, funneled

Humnan, cropped

Human, inversze nask

Single LE + holistic

Hultiple LE + conp

8.1 - LBF + CSHL, aligned
CSHL + 5YH, aligned

High-TﬁrnughEut BrPin-Iqspireq Featyres

true positive rate
o
L]
o

8.3

a2

? a 8,1 8,2 8.3 8,4 8,5 8,6 8.7 8.8 8.9 1
falze positive rate
Probability that a persono6s |cl ali

showing tradeoff between False Reject and False Accept
rate. This is a Verification ROC (Data from LFW Test)

- ... vastyccseduy




Accuracy Trade-Offs

A Lower FAR = Fewer successful attacks and increased
FRR

I Less tolerant of close matches by attackers; also less tolerant of
authentic matches

A Lower FRR = Ease of use and increased FAR

I Recognizes a legitimate user the first time; more tolerant of poor
matches but also more tolerant of matches by attackers

A Also important to consider Failure to Enroll (FTE) and
Failure to Acquire (FTA), as the system cannot handle
people it cannot enroll or data it cannot acquire. Often

companies use these to Nboo:c

remove hard cases.



Measurement Terms

AFalse Accept Rate, False Match Rate,
True accept Rate, Genuine Accept Rate

FMR = FAR = 1-TAR = 1-GAR .

A False Reject Rate, False Non-Match Rate
FRR, FNMR

A Detection and Identification Rate (DIR)
A Failure to Enroll
A Failure to Acquire (or Failure to Capture)




Measurement Terms

A Receiver Operator Characteristic Curve
(ROC )Curve (TAR vs FAR, FRR vs FAR or DIR
vs FAR)

A Detection Error Tradeoff Curve (Similar
to ROC but log or semi-log)

A Cumulative Match Curve (CMC) (for
closed-world recognition system)

A Precision/Recall Curves



Accuracy Trade-Offs

FAR = False Accept Rate

FRR = False Reject Rate

FTE = Failure To Enroll

'Face has a low FTE but )

high non-match rate when

pushed to FAR of .1% y

/Fingerprints achieve good N
accuracy and low FTE only

when multiple fingers are

enrolled

)

Biometric FAR FNMR FTE
Face 1.00% 1% 0.1% _

0.10% 2% 0.1%
1-Finger 1.00% 0.01% 2.5%
0.01% 0.6% 2.5%
2-Finger 1.00% 0.01% 1.5%
0.01% 0.1% 1.5%

4-Finger 0.10% 0.01% 0.8% —
0.01% <0.01% 0.8%
10-Finger 0.10% <0.01% 0.2%
<0.01% 0.01% 0.2%
1-Iris 0.10% 1.2% 2.5%
0.01% 1.5% 2.5%
0.001% 1.9% 2.5%
0.0001% 2.0% 2.5%

2-Iris 0.10% 0.5% 4% <—
0.01% 0.6% 4%
0.001% 0.8% 2.5%
0.0001% 1.2% 2.5%

fris has a high FTE rate with )
up to 2.25 Million in a 45

Million person population,

but given that an extremely

low False Accept rate
4




Measurement Trade-Off Impacts

How well do biometrics work?

Verification
False Reject False Accept
Fingerprint* 20-60 in 1000 1in 1000
Face** 100-350 in 1000 10 in 1000
Voice*** 100-200 in 1000 20-50 in 1000
Hand**** 80-200 in 1000 50-150 in 1000

*Source: NIST Single fingerSDK test, top 10 vendor, April 2005, n=6000
**Source: FRVT 2002, NIST, n=35K indoor/visa images, Top 5 vendor results
** * Sour ce: Spena2B3 telepbodeOqualitiybes Yendor results
****Source Kumar-et-al AVBPA n=500 in Verification mode only



Measurement Trade-Offs

Issue 1. Biometric Verification i Why does it reject me?

To

Example: <frequent flyer smart card with face image>

To

Assume a system where each person is 1-1 verified to a smartcard
or a networked database with 5000 people per hour (14hr/day)
reguesting access

(Newark airport hourly passenger volume):

100-400 people per hour will fail to be verified
1400-4200 people per day will fail to be verified
Strong impetus to run at lower security than a .001 FAR



Measurement Trade-Offs

How often do biometrics match the
wrong person on watch list?

False Reject False Accept
Fingerprint* 20-60 in 1000 1in 1000
Face** 100-350 in 1000 10 in 1000
Voice*** 100-200 in 1000 20-50 in 1000

*Source: NIST Single fingerSDK test, top 10 vendor , April 2005 n=6000

**Source: FRVT 2002, NIST, n=35K indoor/visa images , Top 5 vendor results

***SoUur ce:

S p ena28% telepbodedqualitiy he& Yendor results




Measurement Trade-Offs

Issue 2: Biometric (Mis)ldentification T Why am | delayed
as a fAsuspecto?

Example: <face check vs. government database>

A Assume a system that checks each
watch-list database of 1,000 suspects. Assume Newark Airport:
5,000 people per hour/14hr day
Over 70,000 false matches will occur per day from 1K watchlist:
Let 6s say individual chance of mat
5,000 * 14 = 70,000 people
70,000 * 1,000 = 70,000,000 match attempts
0.001 * 70,000,000 = 70,000 false matches!

A What happens with a watchlist of 10K people? (Note: current US
TSC TSDB list is > 450K)



Measurement Trade-Offs

Issue 3: Biometric ldentificationT Wh o can | be t ode
Stored biometric databases are a security problem.

Example 3: <face check vs. government database>

A A group somehow gains access to a large face database, and
starts |l ooking for someone their
identity.

A With a face match at high accuracy levels (FAR=.1%) a single
face will match .001 * 6,000,000 = 6,000 people in the DC
area. With a Agango of 10 or 10C

A Since biometric databases often contain lots of other info (for
example, CO DMV records have fingerprint, photo and all
driving information), the gang would have strong potential to
find the ideal new identity.



Measurement Trade-Offs

Why this puts biometric databases at risk:

| magineé Alice uses her biometric
library system, which by 2009 has 1.2 Million users.

In 2012, the | i b r eomput@rs are compromised. The attackers,
who are part of an organized crime syndicate, add it to their
database of over 5 million identity records with biometric data
increasing the value of theirn i d etnh eskrtyae - providing a new
identity where the p u r ¢ h aowrebioetrics will match.

With systems operating at FAR of 1 in 1000 a buyer may be given a
choice from approximately 5000 identities! At 1 in million, they still
get 5 choices!

We call this the doppelganger att:
many overlook.



Measurement Trade-Offs

False Matches During Duplicate Checks Require Additional Processing.

Number of Ealse Hits Per Search Total of false matches that must be
(i.e. each person being checked) resolved in determining if there are
any duplicates

FAR 50 Million | 500 Million FAR 50 Million | 500 Million

1% 500,000 5M 1% 25Trillion | 25000Trillon
0.1% 50,000 500,000 0.1% 2.5Trillion 2500Tillion
0.01% 5,000 50,000 0.01% 250Billion 250Trillion
0.001% 500 5,000 0.001% 25Billon 2.5Trillion
0.0001% 50 500 0.0001% 2.5Billion 2508Billion

Two ways to address these false hits are:
AManually? (Note: 2.5 Billion minutes is about 4750 years!)

AAutomatically use another biometric and hope to reduce FAR
significantly



Types of Biometric Problems

A We differentiate between biometrics for:

I Cooperative applications: user convenience or
limited security (e.g. login) and

I Security applications that address fraud and
national issues (e.g. borders, welfare card).
A For personal applications, users want to
make it work, for security applications some
want to make it fail.

A For security applications you must consider
what I s your adversaryo
they can do to defeat the system.



Types of Biometric Problems

ATypes of Biometric fAsub

| Cooperative: aware of system and trying to make
the system work

I Non-cooperative: not trying to help, or break the
system - generally unaware of system being used.

I Adversarial (Uncooperative): aware of the system
and trying to defeat it.

I Challenged: Probably trying to be cooperative but
with physical/mental challenges.



Traditional Biometric Testing

K”.O.W” Watch List K“OV.V”
Positives Negatives




The Open Set World

Watch List

Known s
Positives #ii

% Known
@ Negatives

Unknown
Negatives




Types of Biometric Problems

Verification or Identification or Watchlist
Authentication Recognition De-duplication
1:1 (Closed) 1:N Closed Set Open Set 1:N

JUR

Gallery Of
Enrolled
Users.
Size

G=8 1:ANY

Rank=3 Impostor
1.CLAIM
Must quote: Must quote:
Impostor 1 1dent. Rate 1. Detect/Ident. Rate
Must quote: 2. Gallery Size 2.FAR
1. TAR (FRR) 3 Rank 3. Gallery Size
2 EAR 4. Rank/Thresholds

Usually show
ROC/DET of
FAR vs DIR

Usually show
CMC
with FRR vs Rank

3. Thresholds
Usually show
ROC/DET

FAR vs FRR



Types of Biometric Problems

A Watch-list of Open-set 1:N

I Common mode for most security applications,
Including Border and passport, and is probably
the most important to Governments

I Is a hard problem for large N with cooperating
subjects. Very hard with adversial subjects.

I Performance on this problem is not frequently
reported.

I 1:N is not successfully modeled.



Addressing the Problem of Unknown Negatives*

A A probe p, Is recognized If the correct match
score Is above an operating threshold U

I Rank@y) =
I s,; OUfor the similarity match where id(p,) = id(g")
A A false alarm occurs when the top match score
for an impostor is above the operating threshold

i maxs; OU

*P. Phillips, P. Grother, R. Mi cheal s, AEvalwuation Met hods



Acquisition Considerations



Lighting Considerations

A How much light, and how to measure it?

T llluminance vs luminance

Allluminance (lux) varies significantly across the
population, is impacted by directional reflection,
and, in general, can only be measured to .01lux

ALuminance (candela per m?, or nit) describes the
Abrightnesso of the sour
with distance



Lighting Considerations

A different approach to measuring luminance:

A Sky Qual {imegsoremardstine r
Magnitudes/arcsecond.

sis value

. _ cd . produced by
Conversion to nits;: —— = 108000 x 184S  sky quality
rnZ meter



Lighting Considerations

ALow | evels of light are
night!
I Long-range face needs very long focal lengths,
often in the 800-3200mm range

I Combining distance with optical limits results in
high F-numbers (diameter of the entrance pupil)
A Each F-number represents a 50% loss of light

Decreasing Apertures




Lighting Considerations

0.089 nits

e

S

.0768 nits | 0.015 nits

Almages from TC-285
EMCCD

ANo external
illumination required

ALWIR lacks
necessary resolution
at long distances

ALWIR requires
special enrollment

Normal Genlll+ LWIR

Intensifier Thermal
M



EMCCD Technology

ASensor can operate from
full sunlight down to starlight

(e, S, e, N,

conditions P P
AHow does it work? Storeara of fame NENNNN NN
AGain register is placed R i il

between the shift register and
the output amplifier
AElectrons are multiplied by
Impact ionization

AOverall gain can be quite
high, with a single electron
yielding thousands of output
electrons

... vastyccsedy



EMCCD at Quarter Moonlight Conditions




Sensor/Optics Considerations

A Effective resolution is more than just the number of
pixels

A Modulation Transfer Function
I Accounts for blur and contrast loss
I Optical MTF x Sensor Geometry MTF x Diffusion MTF
I MTF values above 0.6 are considered satisfactory

A Examples

T Canon EF 400mm f2.8 IS USM: MTF above 9.0 over the
whole field of view

I Same setup with Canon 2xll extender: MTF above 7.0



| ens Considerations

A The ability of a lens to resolve detail is usually

determined by the quality of the lens
I High quality lenses are diffraction limited

T If a lens is not diffraction limited, artifacts can

OCcur

ADifferent rays
leaving a single
scene point do not
arrive at single point

on the sensor

Depth of Field - Circle of Confusion

Sensor

L

Circle of Confusion

Aldeally, the circle of confusion will be smaller than a sensor pixel



Optics / Sensor Matching

A Lenses are multiple-element multi-coated
designs optimized for particular sensors and
wavelengths

I Watch out for vignetting, spatially varying blur, and
color nfringeo artifacts




Sensor Considerations

Maximum FOV for face recognition is INDEPENDENT of distance.

b

1280x1024
Usable 1120x824

3.60 x 2.6060,

‘ l

640x480
480x280
. 1.506 X

.35 sec

2048x1520 320x240

Usable 1888x1320 160X40A
5.8506 x 4.30 0.50 X

1.65 sec cross time 0.05s




Sensor Considerations




Depth of Field

A Depth of Field (DOF) defines the ranges
around the focus distance where the subject
will be in sharp focus

A DOF increases with decreasing lens aperture
and decreases with focal length




Depth of Field

dz Fza?
Front depth of field =
f+dzFza
dz Fza?
Rear depth of field =
f2T dzFza

where f is the focal length, F is the F-number, dis the
diameter of the circle of confusion, and a is the subject
distance



Sensor Considerations

I : s | ' - i 9 ~ '
o ‘._f'..' ¥y ¥ ;m .ﬁ' faheeee
e | e e ™ ‘l.!l.ql“
ﬂ'ﬂ'ﬂ'o!' »1’ l' LY B B
4494944440401
R 7 IR IR 7R AU A

1280 Choke-Point FOV and timing

640




Building a System

EMCCD Camera + Canon F2.

D0Omm:E5.6°-EX APO




Sensor Considerations

Typical motion blur

—

(~0.4 lux, yielding face lumens of 0.115 nits)

Almages taken approximately 100M from the EMCCD
camera at dusk

ATop of the walking stride produces minimal blur
- ... vastyccseduy



Sensor Considerations

On stable mount we can get sufficient image quality.
Small vibrations can cause significant blurring.

Imaging at 800m F8,
Walking near tripod

Imaging at 800m F8,
no motion around camera
All images are 700x720 region from 2048x1520




Sensor Considerations

Walking around tripod sometimes caused very significant non-linear
distortions, especially with aperture wide open. Concern is that wind-
loading on field-mounted sensor would have similar effect.

Results show we need optically stabilized imager for these ranges as
even tripod mounting was not always stable enough.

Imaging at 800m
F5.6. Heavy walking
near tripod



Sensor Considerations

ARolling Shutter motion artifacts affect CMOS sensors

AEven with a short integration time, the shutter is capturing
data at different times for the top and bottom of the images

- ... vastyccseduy



Rolling Shutter

A Prevalent with Low-Cost CMOS sensors

A Each frame is acquired by scanning across the frame
either vertically or horizontally

I Not all parts of the image are recorded at exactly the
same time




Mitigating the Effects of Rolling Shutter

ABaker et al. 2010*

ACompute optical flow, compute corrected video without
the non-rigid wobble artifacts, then stabilize

Optical Flow

*S. Baker, E. Bennett, S. Kang, and R. Szeliski, ARemovin



Mitigating the Effects of Rolling Shutter

AForssen and Ringaby 2010*
AParameterize camera motion as a continuous curve, with knots at the
last row of each frame. Solve for curve parameters using non-linear least
squares over inter-frame correspondences from a KLT tracker

Original ..
Frame from Rectified
iPhone 3GS Image

Rectification
with Global

Rectification Shift Method

with Global
Affine Method

P. Forssen and E. Ringaby, fARectishfeyidn®PeRoklkesng ENVPRter Vid



How well do these techniques
work for face recognition?

An Open Questionéeé
- ... vastyccseduy



ROLLING SHUTTER SENSOR
DISTORTION MODEL

A\ssume constant velocity, shear transformation parallel
to the x-axis

4=l

=l T

;

Skewed Recovered
Image Image

k = shearingparametel
... vastyccsedy



ROLLING SHUTTER DISTORTION
COMPENSATION

ADetermine the shearing parameter (K), and
then apply an affine transformation to the image
to remove the image distortion from the image.

Inner Canthus Plica semilunaris

AOur approach* is based on using the
coordinates of specific facial features and then
determining the horizontal geometric distortion
based on the average offset between these
points on both sides of the face.

Arhe 1st feature point we have chosen is the x; y
coordinates of the center of the eye slightly
offset to in-between the Plica semilunaris and
the Inner Canthus of the eye.

Arhe 2nd feature point is slightly offset from
k= Idz'sp.zacemenqpu@;pm;’ydiffmmegpu.g;pfz;. Nostril to the Alar-sidewall located on the side
of the nose.

*B. Hef |l i n, W. Scheirer and T. Boul t, ACorrecting
Rolling-Shutter Distortion of CMOS Sensors using
Faci al Feature Detection, 0

- ... vastyccseduy



ROLLING SHUTTER DISTORTION
COMPENSATION

ADue to the symmetry of the face even when there is some facial roll

face the average offset between the two points in an image with no
shear distortion is minimal.

AOur algorithm can handle some facial roll and pose variation up to 20

degrees with minimal initial error. Both of the images shown have an
initial error of less than 1 pixel.




Qualitative Results

Skewed Image Recovered Image



Experimental Evaluation

FERET240 subset.
/8 gallery images per subject for training (720 for
multiclass SVM)

Al image for testing
A shearing parameters (K)
A/1-Like Features + Multiclass SVM Recognition Algorithm

RANK 1 RECOGNITION RESULTS FOR BASELINE AND ROLLING SHUTTER
CORRECTED FERET 240.

K Raw | Corrected Median
Images | Images | Estimate (K)
0.14 87.9% 90.7% 0.15
0.20 80.7% 90.8% 0.19
0.33 52.3% 83.8% 0.30
0.40 25.7% 83.6% 0.37




Qualitative Results

Skewed Image Recovered Image

-




Experimental Evaluation

- 3 Images in gallery per subject for training (150 samples
for multiclass SVM)

- ~100 frames per subject all containing rolling shutter
distortion for testing

RANK 1 RECOGNITION RESULTS FOR FRAMES FROM VIDEOS
FOR 4 DIFFERENT SUBJECTS. THE GALLERY WAS A SIMULATED
SURVEILLANCE WATCHLIST OF 50 SUBJECTS

Subject Range (K) Raw Corrected
Images Images
1 0.35-0.54 56% 75%
2 0.19-0.35 59% 69%
3 0.21-0.29 25% 32%
4 0.25-0.32 48% 52%

- .. vastyccseduy



Data for Evaluation



Face Databases

The appearance of a face is affected by many factors

i Identity

I Face pose - Occlusion
I lllumination - Facial hair
|

' Facial expression

The development of algorithms robust to these
variations requires databases of sufficient size that
iInclude carefully controlled variations of these factors.

Common databases are necessary to comparatively
evaluate algorithms.

Collecting a high quality database is a resource-
Intensive task.



Face Databases:AR

A AR database. The conditions are (1) neutral, (2) smile, (3) anger, (4) scream
(5) left light on, (6) right light on, (7) both lights on, (8) sun glasses, (9) sun

glasses/left light (10) sun glasses/right light, (11) scarf, (12) scarf/left light,
(13) scarf/right light

teeee
170¢ 39
283

(11) (13)




Face Databases: CAS-PEAL

CAS-PEAL database. The images were recorded using separate
cameras triggered in close succession. The cameras are ab8ut 22.5
apart. Subjects were asked to look up, to look straight ahead, and to
look down. Shown here are seven of the nine poses currently being
distributed.




Face Databases: FERET

fa duplicate | fc duplicate II
Frontal image categories used in the FERET evaluations. For images in the fb category, a different facial
expression was requested. The fc images were recorded with a different camera and under different lightin
conditions. The duplicate images were recorded in a later session, with 0 and 1031 days (duplicate I) or 54

to 1031 days (d

+90° +67.5° +22.5° —22.5° —67.5°
Additional set of pose images from the FERET database: right and left profile (labeled pr and pl),

right and left quarter profile (qr, gl), and right and left half profile (hr, hl). vast.uccs.e ;“ |



Face Databases: BANCA

\@’ BIOMETRIC ACCESS CONTROL
N

A/ FOR NETWORKED AND E-COMERGE
APPLICATIONS

gz;?::.’ia iﬁ)n The BANCA database is a new large, realistic and challenging multi-modal database intended for training and testing multi-modal
¥ = verification systems. The BANCA database was captured in four European languages in two modalities (face and voice). For recording,
SOfE both high and low quality microphones and cameras were used. The subjects were recorded in three different scenarios, controlled,

Introducti . . .
Hn_ rrgwlil :Emn degraded and adverse over 12 different sessions spanning three months. In total 208 people were captured, half men and half women. =
d d

Specification Associated with the database is the BANCA protocol The protocol defines which sets of data to use for training, evaliation and testing.
Protocol Performing experiments according to the protocol allows institutions to easily compare their results to others. Two face verification
competitions on the images from the BANCA database and associated protocol are being held in the vear 2004. The first is being held in
GUUSIEELD S ET RN conjunction with [CBA and the second in conjunction with ICPR 2004.

Available Datasets

Payment Methods Through this web-site portions of the BANCA database are being made available to the research community. As more of the data

TTiET ETTOE becomes available it will be released here. Presently, the complete set of English images is available.

m

. The BANCA database offers the research community the opportunity to test their mulii-modal verification algorithms on a large, realistic
Documentation and challenging database. It is hoped that this database and protocol will become a standard, like the XM2VTS database, which enables
institutions to easilv compare the performance of their own aleorithms to others.

The BANCA and XM2VTS video databases distributed by the University of Surrey

- ... vastyccseduy



Labeled Faces in the Wild

Labeled Faces in the Wild

LFW Home

New: Professor Learned-Miller will be running a workshop titled Faces in Real-Life Images at
the European Conference on Computer Vision with co-organizers Andras Ferencz and
Frederic Jurie.

e |LFW Home
o Mailing
o Explore
o Download
> Train/Test
o Results
o Information
o Errata

o Reference

o Contact g

2 %L‘PPOFt ! Welcome to Labeled Faces in the Wild, a database of face photographs designed for

o Changes i studying the problem of unconstrained face recognition. The database contains more
* UMass Vision i than 13,000 images of faces collected from the web. Each face has been labeled

i with the name of the person pictured. 1680 of the people pictured have two or more
1 distinct photos in the database. The only constraint on these faces is that they

! were detected by the Viola-Jones face detector. More details can be found in the

! technical report below.

Mailing list:
If you wish to receive announcements regarding any changes made to the LFW
database, please send email to majordomo@cs.umass.edu with the message body:
"subscribe Ifw" on a single line.

Explore the database:

e Alphabetically by first name:
[A)[AIf)[Ang)[B)[Bin)[C)[Che)[Col)[D)[Daw)[Don)[E)[Eri)[F)[G)[Goe)[H) [I)[J)
[Jav)[Jes)[Joh)[Jos)[K)[Kim)[L)[Li)[M)[Mark)[Mel)[Mik)[N)[O)[P) [Per)[Q)[R)[Ric)
[Rog)[S)[Sha)[Ste)(T)[Tim)[U)[V)[W)IX)[Y)[Z)

e Alphabetically by first name, only people with more than one image:
[AI[BI[CI[DI[EI[FIIGI[HITI[IIIKILLIIMIINI[OI[PI[QI[RI[SI[TIVIIVIIWILXI[YI[Z]

e Alphabetically by last name:

[AI[BI[CI[DI[EI[FI[GI[HILIIII[KILIIMIINI[OI[PI[QI[RI[SI[TIVILVIIWILX][YI[Z]




Face Database: PubFig

PubFig: Public Flgures Face Database Explore Download Results

:f )} 1€
Introduction

The PubFig database is a large, real-world face dataset consisting of 58,797 images of 200 people collected from the internet. Unlike most other
existing face datasets, these images are taken in completely uncontrolled situations with non-cooperative subjects. Thus, there is large variation in
pose, lighting, expression, scene, camera, imaging conditions and parameters, etc. The PubFig dataset is similar in spirit to the Labeled Faces
in the Wild (LFW) dataset created at UMass-Amherst, although there are some significant differences in the two:

= LFW contains 13,233 images of 5,749 people, and is thus much broader than PubFig. However, it's also smaller and much shallower (many
fewer images per person on average).

= LFW is derived from the Names and Faces in the News work of T. Berg, et al. These images were originally collected using news sources
online. For many people, there are often several images taken at the same event, with the person wearing similar clothing and in the same
environment. Our paper at ICCV 2009 showed that this can often be exploited by algorithms to give unrealistics boosts in performance.

= Of course, the PubFig dataset no doubt has biases of its own, and we welcome any attempts to categorize these.

We have created a face verification benchmark on this dataset that test the abilities of algorithms to classify a pair of images as being of the
same person or not. Importantly, these two people should have never been seen by the algorithm during training. In the future, we hope to create
recognition benchmarks as well.




CMU PIE

A A database of 41,368 images of 68 people, each person
under 13 different poses, 43 different illumination
conditions, and with 4 different expressions.

Neuntral




ScFace Database

A 4160 static images (in visible and infrared spectrum) of 130 subjects

A 3 distances
an ﬁn

A 5 cameras
001_caml_1 001_camil_2 001_cam2_1 001_cam2_2 001_cam2_3

ﬁ.ﬁ.n@; A 4

001_cam3_1 001_cam3_2 001_cam3_3 001_cam4_1 001_cam4_2 001_cam4_3

0 g % r“

001_cam5_1 001_cam5_2 001_cam5_3 001_cam6_1 001_cam6_2 001_cam6_3

Admnnii i

001_L4 001_L3 001_L2 001_L1 001_F 001_R1 001_R2 001_R3 001_R4




Video Face Databases

MoBo(Motion of Body)
25 individuals walking on a treadmill

Each subjects perform four different walk patterns: slow walk,
fast walk, incline walk and walking with a ball

Taken from 5 high resolution cameras

o o To Io I

All 6 views




The Honda/UCSD Database

A Each video sequence is recorded in an indoor
environment at 15 frames per second, and each lasted for
at least 15 seconds.

A The resolution of each video sequence is 640x480

A Set 1: Training, testing and occlusion subsets contains 20,
42, 13 videos respectively from 20 human subjects.

A Set 2: Training and Testing of 30 videos from another 15
different human subjects



UTK-LRHM

A Distances: indoor: 10i 16 m and outdoor: 507 300 m

*Not public?




To To To o To Do Do To Do Do Do Do Do I

| ots of Avallable databases

The Yale Database
Project - Face In Action (FIA) Face Video Database, AMP, CMU

AT&T "The Database of Faces" (formerly "The ORL Database of
Faces")

Cohn-Kanade AU Coded Facial Expression Database
MIT-CBCL Face Recognition Database

Image Database of Facial Actions and Expressions - Expression Image
Database

Face Recognition Data, University of Essex, UK

NIST Mugshot Identification Database

NLPR Face Database

The University of Oulu Physics-Based Face Database

Face Video Database of the Max Planck Institute for Biological
Cybernetics

Caltech Faces
e é .
e é .



Requirements of
database/evaluation methods



Controlled Experiments for Large
Scale Collections

Statistical
Synthetic

Guided
Synthetic
Data

Controllec

arge Scale
Challenge
Problems

Degree of Experimental Control

raditional

In situ

Ability to Generalize to Operational Settings “Validation”

‘ Color Legend: Likelihood of drawing bad Conclusions \




Types of Face Models

A Unverified Synthetic Models
I Artistic or simple mathematical models; have no underlying
physical or statistical basis

A Physics-based Models
I Based on structure and materials combined with properties
formally modeled in physics
I Only as good as their underlying assumptions

A Statistical Models
I Use estimates of parameters to supplement or enhance
synthetic models or physical models
I Have greater predictive power for operational relevance for
the population of the data



Types of Face Models

A Guided Models
I Individual models based on individual
people
I No attempt to capture properties of large
groups or actual physics across models

A Semi-synthetic Models

I Use measured data, such as 2D images or
3D facial scans as the model

I The models are used for a re-rendering of
measured data



Controlled Experiments for Large Scale Collections

Sensor : FOV 0.5° and 0.25° imaging (equivalent to 1600mm and 3200mm
focal lengths).
Inter-pupil distance in resulting images is approx 120 pixels

Experiment Setup | | Photo-head Data
S , Acquisition

181ft (55m)




Controlled Experiments for Large Scale
Collections

~_Marc 2:32 PM, Sensor CO, (Original Images S1) March 2 12:32 PM, Sensor CO, (Original Images S2)
(C0,S1) Probe Set (C0,S2) Probe Set

March 2 12:32 PM, Sensor C1, (Original Images S1) March 2 12:32 PM, Sensor C1, (Original Images S2)

(C1,S1) Probe Set (C1,S2) Probe Set | |




Controlled Experiments for Large Scale
Collections

Lighting:
1/4 Moonlight
0.043 - 0.017 nits

Blur length 15 Blur length 17 Blur length 20
pixels, 122° pixels, 59° pixels, 52°




Controlled Experiments for Large Scale Collections

Capture Side

U SemiSynthetic Data Examples
U We match semisynthetic data to real
data to evaluate algorithms.

o014



Weather and Atmospheric Impacts

Atmospherics

Far Pl | Near
camera camera
onleft << on right




Weather and Atmospheric Impacts

Variation over the day

Morning
Twilight Morning

Image 1 - Far Camera Clear w/Wind 0-10 MPH
Self Matching

0.9

- —

e

CMS

0.8
—— Morning Tw ilight
—»— Afternoon

0.7

' —e— Evening Twilight
—&— Evening
]// Morning
0.6 -+ T T T :

0 5 10 15 20
Rank

Afternoon Evening

C. * leading commercial algorithm
Twilight




Weather and Atmospheric Impacts

Weather

55N

s —8— HeavyRain-1 1
All Weather Cor?dltlons w/lmage#1 Gallery 8 HeavyRain2 i
Wind 5-10 MPH LightSnow -1 1
Near Camera o LightSnow -2
—a— Moderatel Rain-1
—a&— ModerateRain-2
—&— LightRain-1
—0— LightRain-2
—#— Mist-1
—#— Mist-2
m .
>
© 04
0.3
0.2
0.1
0.0 ! T T :
0 50 100 150 200 250
Rank

Rank 3 recognition about 50% (near)} much worse at 200ft

Clear Snow Rain




Full Evaluation Set: Re-Imaging CMU PIE

C22 Co02 C37 Co05

(V3H62) (V2H44) (V2H31) (V2H16) (V2H-17) (V2H-32) (V2 H-46) (V 3 H-66)

co7
(V-15H0)

Complete PIE data set at 81M (indoors),
214M (outdoors), 214M with motion blur

(interested? See me for details)




Latest Photo-head Methodology

A Create 3D models from well known 2D Data
I Consider a frontal and profile image
I Establish key points on the face for alignment

A Models allow us to control for pose, and
scene conditions
A Software: Forensica Profiler from Animetrics

I http://www.animetrics.com/products/ForensicaProf
ller.php



Full Evaluation Set: CMU PIE

. Re-imaged
Original at 81M
Screen Indoors
Shot

Re-Imaged at
Re-Imaged ;
at 214M 214M with

Motion Blur




Results for Re-imaged CMU PIE

Gallery_Camera_37 using V1 Recogntion Core and Ground Truth

100%

o0
o
S

o
o
F

Rank 1 Recognitoin

P
Feid
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Qv e g N
@7 7 ; v
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06\
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S

Probe Camera
m realPIE-vs-ScreenShots m smilePIE-vs-ScreenShots m realPIE-vs-PIE-Pose-Distance

m realPie-vs-realPie m smilePIE-vs-realPIE

Real PIE Gallery Camera 27 vs PIE-Pose-Distance Probe

Rank1 Recognition
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lllumination Invariance



lllumination Invariance Methods

Passive Methods: Solve the problem by
analysis of the images acquire.

A lllumination Variation Modeling

A lllumination Invariant Features

A Photometric Normalization

A 3D Morphable Models

Active Methods: Employ the active imaging
techniques to overcome the illumination
variance:

A 3D information acquisition

A Thermal Infrared Images

A Near-infrared Images

Xuan Zou:;: Kittl er, J . Messer, K. : , "Il lumination | nvari a



lllumination Invariance Methods

llumination Variation Modeling:

A Linear subspaces, lllumination cone, Generalized
ohotometric Stereo e.

llumination Invariant Features:

A Direction of Gradient, shape from shading, Quotient
mag e, Ei genPhase, Loc al E

Photometric Normalization:

A Histogram Normalization, Gamma Intensity
correction, Local Nor mal | z

Xuan Zou; Kittler, J. Messer, K. : , "1l lumination, | nvar.ija



Comparison of Normalizations

- (s
|
S~

=

Raw Normalized CSu Securics
From CVPRO04 paper by Normalized Dual LUT
Socolinsky & Selinger

Normalized

Intensified Image Examples

evrsres BDeheB
o % | o A ST aatllh -
Securics Dual LUT normalization CSU Standard Normalization




Advanced Feature Detection



Advanced Feature Detection

AOnce wedve f ou+dahesavorksemiher ( Vi
well, even in tough conditions), what do we do?
I Pattern recognition often breaks down in unconstrained

scenarios
A Need features for geometric normalization, or for straight
recognition
AWhat i f geometric or intensity r

because of distortion?

I Proposed solution #1: learn over features gathered in the
appropriate scenarios (lllumination, Pose, Distance, Weather)



Advanced Feature Detection

Classifier 100M Classifier 200M
A A

4 4
Classifier 0.08%nits Classifier 0.07nits

Build classifiers for different scenarios




Advanced Feature Detection

General Feature Region

Candidate Feature Region
with Window Operator

PCA Feature
Generation

---»| Positive

Decision

Negative |<---

Decision

SVM Classifier

PCA Feature Approach with Machine Learning




Addressing Performance

Multi-resolution approach: start small, and restrict the
search space as the image is scaled up

Lowest Medium Highest Resolution Scale

Resolution Scale Resolution Scale
-}-’ -

Not without a space cost 1 total number of
subspaces and classifiers:

(number of features number of scalgs




Advanced Feature Detection

A Low-light evaluation: Subset of CMU PIE data
set re-imaged in a controlled, dark, indoor
Aph<hte@ado setting

ACapture at 0.043 - 0.017 nits simulating a
face at 100M

APositive Training Set: 250 images x (8 1-
pixel offsets from the ground-truth + ground-
truth point)

ANegative Training Set: 250 images x 9 pre-
defined negative regions around the ground-
truth

ATesting Set: 150 images

- .. vastyccseduy



New detector vs. detector from a leading commercial vendor

ics Detector vs. A Leading Commercial Detector: Left Eye

Advanced Feature Detection

08 - 0.8 - L
F 06 F 06 - >
H § |
a 04 Q 04 r / g
o2 / 02 -
Securics ) Securics
0 Leadimq Commercial 0 Leaqu Commercia | .

ics Detector vs. A Leading Commercial Detector: Right Eye

Left eye: 1000 training
example subspace, 4200
training example classifier

Right eye: 1200 training
example subspace, 4200
training example classifier




Advanced Feature Detection

L eft:

_ Right: A

Learning Leading
Based Commercial

Detector Detector

No Eyes Found

Qualitative Results
- ... vastyccseduy



Detection (%)

Advanced Feature Detection

- Very Low-light Evaluation: FERET re-imaged at 0.0108 - 0.002
nits

- Gallery for training (1100 samples for subspace, 4200 for SVM)
- FAFC for testing

Machine Learning Based Detector: Left Eye, Very Dark, vs. Commercial Detector

1
e e i
0.8 | o Lo
//k>
//
0.6 | /
//
04 /
/ j
0.2 /
o | 1 1
0 5 10 15 20

Tolerance (pixel)
Machine Learning Based Detector —+— Commercial Detector




Advanced Feature Detection

- Blur Evaluation: FERET ba, bj, bk subsets
- 3 blur models for testing: 15 pixels - 122°,
17 pixels - 59°, 20 pixels - 62°

Machine Learning Based Detector: Left Eye, Blur, vs. Commercial Detector

- SVM Trained on

| | 2,000 base images
| ..o | usingthe 20 pixels, 52°
g osf e {  model
§ 04T * 1 - Subspace trained on
A 1,000 images from the
- | same model
%0 5 10 15 » - Tested on 150 images

Tolerance (pixel)

Machine Learning Based Detector, 20 pixels, 62 degrees ----*--- Wlth Varlous Ievels Of

Commercial Detector, 20 pixels, 62 degrees
Machine Learning Based Detector, 17 pixels, 59 degrees © bl ur
Commercial Detector, 17 pixels, 59 degrees — # -
Machine Learning Based Detector, 15 pixels, 122 degrees
Commercial Detector, 15 pixels, 122 degrees -- -®- --

vggt.ngg;,gdu



Advanced Feature Detection

A Approach #2: Correlation Filters
| After finding a face, what do we do?

A Training and using classifiers for all types of
unconstrained scenarios requires a considerable
amount of storage and an accurate estimation of the
degradations to be expected in the scenario which
can be constantly changing.

A Proposed solution: Incorporate estimates of the
degradations such as noise and blur at run-time per
frame into the eye detector.



Advanced Feature Detection

MACE Filter; h=D*X(X'D*X)u

UMACE Filter: h=D'm

AACE Filter: h=(D'm)A BlurOTF

Where: D: Average Power Spectrum from N training Images
X: Matrix containing the 2D Fourier transform of the N training images
u: Desired filter output
m: 2D Fourier Transform of the average training image.

BlurOTF: blur optical transfer function



Advanced Feature Detection

Analyze |— Decision

Test I FFT
Image

Blur Estimation

.:‘ Correlation output

Training
Training Images
e N - - -
Eye Detected Eye Not Detected

80




Advanced Feature Detection

Correlation based detector vs. detector from a leading
commercial vendor

Correlation Filter Detector, Left Eye Detection vs. Leading Commericial Detector Correlation Filter Detector, Right Eye Detection vs. Leading Commericial Detector
1

"*- *
0.8 * PR 1 08 |

9 06

X .
S '
° J
8 ; v
8 04 b :: . /
*
K r

02

MACE Filter Detector —+—
AACE Filter Detector ------- MACE Filter Detector —+—

AACE Filter Detector -~

Leadinq Commercial

L ¥
0 5 10 15 20 0 .
Tolerance (pixel) 0 5 10 15 20

Left and Right eye
MACE filter: 6 training imgs. AACE filter: 266 training imgs.

Leadinq Commercial .




Advanced Feature Detection

- Very Low-light Evaluation: FERET re-imaged at 0.0108 - 0.002 nits
- MACE Filter: 4 Training Images

- AACE Filter: 588 Training Images

- FAFC for testing

Correlation Based Detector: Left Eye, Very Dark, vs. Commercial Detector

LEERk Rl ahs
0.8 + _il
- sl
= 06}
—
o
B
8 ¥
A 04} X E
HMHM-
0.2
0 d 1 I 1
0 5 10 15 20
Tolerance (pixel)
MACE Filter Detector -~ Commercial Detector

AACE Filter Detector ---%---




Advanced Feature Detection

- Blur Estimate Can Be Easily Convolved into AACE filter

Blur Model: 15 pixels - 122°

=

Original AACE Filter AACE Filter Convolved with
Blur Model: 15 pixels - 122°




Advanced Feature Detection

- Blur Evaluation: FERET ba, bj, bk subsets
- 3 blur models for testing: 15 pixels - 122°,
17 pixels - 59°, 20 pixels - 62°

- AACE filter trained on
1,500 original images
then convolved with the
20 pixels, 52° model

- Tested on 150 images
with various levels of blur



