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In this tutorial, you will learn about:

1. Motivating Concerns over Surveillance with 
Biometrics in Difficult Environments

2. Lighting Considerations

3. Optics Considerations

4. Sensor Considerations

5. Weather and Atmospheric Impacts

6. Data Sets for Evaluations

7. Controlled Experiments for Large Scale Collections

8. Challenges for Image Quality Assessment

9. Advanced Feature Detection

10. Mitigating the Effect of Blur
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In this tutorial, you will learn about:

11. Features for Recognition

12. 3D Approaches

13. Video Based Approaches

14. Pose & Occlusion Invariance

15. Biologically Inspired Methods

16. Image Quality

17. Meta-Recognition for Post Recognition Score 

Analysis
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Motivating Concerns
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Motivating Concerns

Cooperative Face

ÅControlled pose

ÅControlled position

ÅControlled lighting

Non-Cooperative Face

ÅNo control over subject

ÅOutdoors?

ÅNighttime?
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Motivating Concerns
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Blur

Lighting

Gamma

Noise
Atmosphere/Weather

Compression

Resolution Sensor / Imaging

Effects

Dynamic  Range

Motivating Concerns
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Face Recognition System

Image Acquisition 

Face Detection

Facial Features 

Extraction

Registration and 

Representation

Classification
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Face Recognition in our daily life

ÅGoogleôs picasa

ÅApples iPhoto

ÅFacebook Face Recognition

ÅWindows Live Photo gallery

ÅLots of face recognition login software

ÅFace recognition mobile apps

How is surveillance different?
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Face Recognition Biometrics Deployments

http://www.biometricsinfo.org/facerecognition.htm



3/28/2011 11

Face Recognition Vendors

Face Recognition SDK Vendors

Å Animetrics Inc.

Å Ayonix, Inc.

Å Betaface.com

Å Cognitec Systems GmbH

Å Cross Match Technologies, Inc.

Å Cybula Ltd.

Å Face.com

Å L-1 Identity Solutions, Inc.

Å Luxand, Inc.

Å Neurotechnologija

Å OmniPerception, Ltd.

Å Pittsburgh Pattern Recognition

Å Sensible Vision, Inc.

Face Recognition Application 

Vendors

Å Airborne Biometrics Group, Inc.

Å Avalon Biometrics

Å Csystems Advanced Biometrics

Å Face.com developers

Å ID One, Inc.

Å IITS, S.L.

Å Kee Square S.r.l.

Å Morpho

Å TAB Systems

Å XID Technologies Pte Ltd.

http://www.facerec.org/vendors/
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Data Complexity

... Not many ... (20x14)

Itôs more a question of spatial distributionand é

proper frequency tuning

12

How many pixels are needed to reliably

perceive a face? (Human Perspective?)

*Massimo Tistarelli, Advanced Techniques for Face Based 

Biometrics, June 2009
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The classification problem

ÅIntra Class and Inter Class variations

Intra- Class 

Variation

Inter-Class 

Variation

Same people might 

appear different=>

Leads to false Reject

Two different might 

appear same=>

Leads to false Accept
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Measures and Tools

The hardest problem is the asymmetric aspect of the 
problem ....

Suppose a security system that detects threatening 
individuals is 99.99% accurate.  That is, if someone is a 
threat, there is a 99.99% chance that the software indicates 
threat," and if someone is not a threat, there is a 99.99% 
chance that the software indicates ñnon-threat.ò   

Assume that 1 in every 100 million border crossings brings 
a serious threat into the US. (i.e. 5 ñterroristsò enter the US 
per year)

Would it be an effective security system to deploy?
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Measures and Tools

Probably not effective.   These parameters will generate 

10000 false alarms for every 1 real threat.  That is 30 

times a day, every day. And every false alarm means that 

all the security people go through all of their security 

procedures.  How many false alarm before they stop taking it 

seriously?  

Because the population of non-terrorists is so much 

larger than the population of ñterroristsò, the test is 

practically useless as active security. Its only real value is 

as a deterrent. 

And of course we donôt have a biometric list for most threats, 

let alone one that is 99.99% accurate 
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Measures and Terminology

Similar images, different features

PCA:  19.1, 4.7, ï2.8 PCA:  18.9 4.8 ï2.7

For biometrics, we need inexact matching, thresholding 

on a ñdistanceò between signatures/features.

Traits Image

Feature

Extraction

Biometric

Signature
Matching DB with 

enrolled 

signatures

Match?
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Accuracy Tradeoff

FAR = False Accept Rate=accept wrong person

FRR=False Reject Rate = doesnôt accept a user as themselves

Intra-subject variations from normal 

behavior (e.g. head pose, finger 

pressure, etc.)

Inter-subject variations 

from different people and 

intruder attacks

Security=

low

False 

Accept

Rate

Usability=

low

False 

Reject

Rate

Distance from Stored Template
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Probability that a personôs claim of identity is verified, 

showing tradeoff between False Reject and False Accept 

rate. This is a Verification ROC  (Data from LFW Test)

Accuracy Tradeoff
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Accuracy Trade-Offs

ÅLower FAR = Fewer successful attacks and increased 

FRR

ïLess tolerant of close matches by attackers; also less tolerant of 

authentic matches

ÅLower FRR = Ease of use and increased FAR

ïRecognizes a legitimate user the first time; more tolerant of poor 

matches but also more tolerant of matches by attackers

ÅAlso important to consider Failure to Enroll (FTE) and 

Failure to Acquire (FTA), as the system cannot handle 

people it cannot enroll or data it cannot acquire.  Often 

companies use these to ñboost performanceò since they 

remove hard cases. 
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Measurement Terms

ÅFalse Accept Rate, False Match Rate,

True accept Rate, Genuine Accept Rate

FMR = FAR = 1-TAR = 1-GAR .

ÅFalse Reject Rate, False Non-Match Rate
FRR F̧NMR

ÅDetection and Identification Rate (DIR)

ÅFailure to Enroll

ÅFailure to Acquire (or Failure to Capture)
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Measurement Terms

ÅReceiver Operator Characteristic Curve 
(ROC )Curve (TAR vs FAR, FRR vs FAR or DIR 

vs FAR) 

ÅDetection Error Tradeoff Curve (Similar 

to ROC but log or semi-log)

ÅCumulative Match Curve (CMC) (for 

closed-world recognition system)

ÅPrecision/Recall Curves 
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Accuracy Trade-Offs

Biometric FAR FNMR FTE

Face 1.00% 1% 0.1%

0.10% 2% 0.1%

1-Finger 1.00% 0.01% 2.5%

0.01% 0.6% 2.5%

2-Finger 1.00% 0.01% 1.5%

0.01% 0.1% 1.5%

4-Finger 0.10% 0.01% 0.8%

0.01% <0.01% 0.8%

10-Finger 0.10% <0.01% 0.2%

<0.01% 0.01% 0.2%

1-Iris 0.10% 1.2% 2.5%

0.01% 1.5% 2.5%

0.001% 1.9% 2.5%

0.0001% 2.0% 2.5%

2-Iris 0.10% 0.5% 4%

0.01% 0.6% 4%

0.001% 0.8% 2.5%

0.0001% 1.2% 2.5%

Iris has a high FTE rate with 

up to 2.25 Million in a 45 

Million person population, 

but given that an extremely 

low False Accept rate

Fingerprints achieve good 

accuracy and low FTE only 

when multiple fingers are 

enrolled

Face has a low FTE but 

high non-match rate when 

pushed to FAR of .1%

FAR = False Accept Rate 

FRR = False Reject Rate

FTE = Failure To Enroll
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How well do biometrics work?
Verification

False Reject False Accept

Fingerprint* 20-60 in 1000 1 in 1000

*Source: NIST Single fingerSDK test, top 10 vendor, April 2005, n=6000

Face** 100-350 in 1000 10 in 1000

**Source: FRVT 2002, NIST, n=35K indoor/visa images, Top 5 vendor results

Voice*** 100-200 in 1000 20-50 in 1000

****Source Kumar-et-al AVBPA n=500 in Verification mode only

Hand**** 80-200 in 1000 50-150 in 1000

Measurement Trade-Off Impacts

***Source: Speaker ô99, NIST, n=233, telephone quality, best vendor results
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Measurement Trade-Offs

Issue 1: Biometric Verification ïWhy does it reject me?

Large throughput volume is a problem.

Å Example: <frequent flyer smart card with face image>

Å Assume a system where each person is 1-1 verified to a smartcard 
or a networked database with 5000 people per hour (14hr/day) 
requesting access
(Newark airport hourly passenger volume):

100-400 people per hour will fail to be verified

1400-4200 people per day will fail to be verified 

Strong impetus to run at lower security than a .001 FAR
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How often do biometrics match the 

wrong person on watch list?

False Reject False Accept

Fingerprint* 20-60 in 1000 1 in 1000

*Source: NIST Single fingerSDK test, top 10 vendor , April 2005 n=6000

Face** 100-350 in 1000 10 in 1000

**Source: FRVT 2002, NIST, n=35K indoor/visa images , Top 5 vendor results

Voice*** 100-200 in 1000 20-50 in 1000

***Source: Speaker ô99, NIST, n=233, telephone quality, best vendor results

Measurement Trade-Offs
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Measurement Trade-Offs

Issue 2: Biometric (Mis)Identification ïWhy am I delayed 

as a ñsuspectò?

Large watchlists exasperate the problem.

Example: <face check vs. government database>

Å Assume a system that checks each personôs face against a 
watch-list database of 1,000 suspects.  Assume Newark Airport: 
5,000 people per hour/14hr day

Over 70,000 false matches will occur per day from 1K watchlist:

Letôs say individual chance of match is roughly 1 per 1,000;  

5,000 * 14 = 70,000 people

70,000 * 1,000 = 70,000,000  match attempts

0.001 * 70,000,000 = 70,000 false matches! 

Å What happens with a watchlist of 10K people? (Note: current US 
TSC TSDB list is > 450K)
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Measurement Trade-Offs

Issue 3: Biometric Identification ïñWho can I be todayò

Stored biometric databases are a security  problem.

Example 3: <face check vs. government database>

Å A group somehow gains access to a large face database, and 
starts looking for someone their ñgangò can use to steal an 
identity.

Å With a face match at high accuracy levels (FAR=.1%) a single 
face will match  .001 * 6,000,000 = 6,000 people in the DC 
area.  With a ñgangò of 10 or 100 what can they do?

Å Since biometric databases often contain lots of other info (for 
example, CO DMV records have fingerprint, photo and all 
driving information), the gang would have strong potential to 
find the ideal new identity.
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Why this puts biometric databases at risk: 

Imagineé Alice uses her biometric for access to the local public 

library system, which by 2009 has 1.2 Million users.

In 2012, the libraryôscomputers are compromised. The attackers,

who are part of an organized crime syndicate, add it to their

database of over 5 million identity records with biometric data

increasing the value of their ñidentitytheftòservice - providing a new

identity where the purchaserôsown biometrics will match.

Measurement Trade-Offs

With systems operating at FAR of  1 in 1000 a buyer may be given a 

choice from approximately 5000 identities!  At 1 in million, they still 

get 5 choices!

We call this the doppelganger attack, and itôs a security concern 

many overlook.
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Measurement Trade-Offs

FAR 50  Million 500 Million

1% 500,000 5M

0.1% 50,000 500,000

0.01% 5,000 50,000

0.001% 500 5,000

0.0001% 50 500

Two ways to address these false hits are:

ÅManually?  (Note: 2.5 Billion minutes is about 4750 years!)

ÅAutomatically use another biometric and hope to reduce FAR 

significantly

Number of False Hits Per Search

(i.e. each person being checked)

False Matches During Duplicate Checks Require Additional Processing. 

FAR 50  Million 500 Million

1% 25Trillion 25000Trillon

0.1% 2.5Trillion 2500Tillion

0.01% 250Billion 250Trillion

0.001% 25Billon 2.5Trillion

0.0001% 2.5Billion 250Billion

Total of false matches that must be 

resolved in determining if there are 

any duplicates
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Types of Biometric Problems

ÅWe differentiate between biometrics for:
ïCooperative applications: user convenience or 

limited security (e.g. login) and 

ïSecurity applications that address fraud and 
national issues (e.g. borders, welfare card).

ÅFor personal applications, users want to 
make it work, for security applications some 
want to make it fail.   

ÅFor security applications you must consider 
what is your adversaryôs motivation, and what 
they can do to defeat  the system. 
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Types of Biometric Problems

ÅTypes of Biometric ñsubjectsò
ïCooperative: aware of system and trying to make 

the system work

ïNon-cooperative: not trying to help, or break the 
system - generally unaware of system being used. 

ïAdversarial (Uncooperative): aware of the system 
and trying to defeat it. 

ïChallenged: Probably trying to be cooperative but 
with physical/mental challenges.
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Traditional Biometric Testing

Watch List
Known 

Positives

Known 

Negatives

.

.

.

.

.

.
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The Open Set World

Watch List

?

?
?

?
?

?
?Unknown 

Negatives

? ?
?

?

Known

Positives

Known

Negatives
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Types of Biometric Problems

Identification or

Recognition

1:N Closed Set

Verification or

Authentication

1:1 (Closed)

1:CLAIM

Impostor

Watchlist 

De-duplication

Open Set 1:N

1:ANY

ImpostorRank=3

Gallery Of

Enrolled

Users.

Size

G=8

Must quote:

1. Ident. Rate

2. Gallery Size

3. Rank

Usually show 

CMC 

with FRR vs Rank

Must quote:

1. TAR (FRR)

2. FAR 

3. Thresholds

Usually show 

ROC/DET

FAR vs FRR

Must quote:

1. Detect/Ident. Rate

2. FAR

3. Gallery Size

4. Rank/Thresholds

Usually show

ROC/DET of

FAR vs DIR
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Types of Biometric Problems

ÅWatch-list of Open-set 1:N
ïCommon mode for most security applications, 

including Border and passport, and is probably  
the most important to Governments

ïIs a hard problem for large N with cooperating 
subjects. Very hard with adversial subjects. 

ïPerformance on this problem is not frequently 
reported.

ï1:N is not successfully modeled.
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Addressing the Problem of Unknown Negatives*

ÅA probe pj is recognized if the correct match 

score is above an operating threshold Ű

ïRank(pj) = 1

ïsz jÓŰ for the similarity match where id(pj) = id(g*)

ÅA false alarm occurs when the top match score 

for an impostor is above the operating threshold

ïmax sij Ó Ű

*P. Phillips, P. Grother, R. Micheals, ñEvaluation Methods in Face Recognition,ò 2005.
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Acquisition Considerations
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Lighting Considerations

ÅHow much light, and how to measure it?

ïIlluminance vs luminance

ÅIlluminance (lux) varies significantly across the 

population, is impacted by directional reflection, 

and, in general, can only be measured to .01lux

ÅLuminance (candela per m2, or nit) describes the 

ñbrightnessò of the source, and does not vary 

with distance
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Lighting Considerations

ÅñSky Qualityò meter - measurements in 

Magnitudes/arcsecond.   

Conversion to nits:
cd

m2
= 108000 x 10-0.4*s

s is value 

produced by 

sky quality 

meter

A different approach to measuring luminance:
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Lighting Considerations

ÅLow levels of light arenôt just a problem at 

night!

ïLong-range face needs very long focal lengths, 

often in the 800-3200mm range

ïCombining distance with optical limits results in 

high F-numbers (diameter of the entrance pupil)

ÅEach F-number represents a 50% loss of light

Decreasing Apertures
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Lighting Considerations
0.089 nits 0.0768 nits 0.015 nits

Normal GenIII+ 

Intensifier

LWIR 

Thermal

ÅLWIR requires 

special enrollment

ÅLWIR lacks 

necessary resolution 

at long distances

ÅImages from TC-285 

EMCCD

ÅNo external 

illumination required
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EMCCD Technology

ÅSensor can operate from 

full sunlight down to starlight 

conditions

ÅHow does it work?
ÁGain register is placed 

between the shift register and 

the output amplifier

ÁElectrons are multiplied by 

impact ionization

ÁOverall gain can be quite 

high, with a single electron 

yielding thousands of output 

electrons
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EMCCD at Quarter Moonlight Conditions
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Sensor/Optics Considerations

ÅEffective resolution is more than just the number of 

pixels 

ÅModulation Transfer Function

ïAccounts for blur and contrast loss

ïOptical MTF x Sensor Geometry MTF x Diffusion MTF

ïMTF values above 0.6 are considered satisfactory

ÅExamples

ïCanon EF 400mm f2.8 IS USM: MTF above 9.0 over the 

whole field of view

ïSame setup with Canon 2xII extender: MTF above 7.0
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Lens Considerations

ÅThe ability of a lens to resolve detail is usually 

determined by the quality of the lens

ïHigh quality lenses are diffraction limited

ïIf a lens is not diffraction limited, artifacts can 

occur

ÅDifferent rays 

leaving a single 

scene point do not 

arrive at single point 

on the sensor

ÅIdeally, the circle of confusion will be smaller than a sensor pixel
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Optics / Sensor Matching

ÅLenses are multiple-element multi-coated 

designs optimized for particular sensors and 

wavelengths

ïWatch out for vignetting, spatially varying blur, and 

color ñfringeò artifacts
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Sensor Considerations

2048x1520

Usable 1888x1320

5.85ô x 4.3ô

1.65 sec cross time

1280x1024

Usable 1120x824

3.6ô x 2.6ô,  1.03 sec

640x480

480x280

1.5ô x 0.9ô

.35 sec

320x240

160x40

0.5ô x .1ô

0.05 sec

Maximum FOV for face recognition is INDEPENDENT of distance.
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Sensor Considerations



3/28/2011 49

Depth of Field

ÅDepth of Field (DOF) defines the ranges 

around the focus distance where the subject 

will be in sharp focus

ÅDOF increases with decreasing lens aperture 

and decreases with focal length
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Depth of Field

Front depth of field = 

Rear depth of field = 

d Fz az2

f2 + d Fz az

d Fz az2

f2ī d Fz az

where f is the focal length, F is the F-number, d is the 

diameter of the circle of confusion, and a is the subject 

distance
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Sensor Considerations

1280

640

320

Choke-Point FOV and timing
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Building a System

EMCCD Camera + Canon F2.8 400mm   20ò long

Canon EOS 7D + Sigma 800mm F5.6 EX APO 

DG HSM lens + 2X adapter
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Sensor Considerations

Typical motion blur

ÅImages taken approximately 100M from the EMCCD 

camera at dusk

ÅTop of the walking stride produces minimal blur

(~0.4 lux, yielding face lumens of 0.115 nits)
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Sensor Considerations

On stable mount we can get sufficient image quality.  

Small vibrations can cause significant blurring. 

Imaging at 800m F8, 

no motion around camera

All images are 700x720 region from 2048x1520

Imaging at 800m F8, 

Walking near tripod
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Sensor Considerations
Walking around tripod sometimes caused very significant non-linear 

distortions, especially with aperture wide open.  Concern is that wind-

loading on field-mounted sensor would have similar effect.

Results show we need optically stabilized imager for these ranges as 

even tripod mounting was not always stable enough.

Imaging at 800m 

F5.6. Heavy walking 

near tripod



3/28/2011 56

Sensor Considerations

ÅRolling Shutter motion artifacts affect CMOS sensors

ÅEven with a short integration time, the shutter is capturing 

data at different times for the top and bottom of the images
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Rolling Shutter

ÅPrevalent with Low-Cost CMOS sensors

ÅEach frame is acquired by scanning across the frame 

either vertically or horizontally

ïNot all parts of the image are recorded at exactly the 

same time



3/28/2011 58

Mitigating the Effects of Rolling Shutter

ÅBaker et al. 2010*
ÅCompute optical flow, compute corrected video without 

the non-rigid wobble artifacts, then stabilize  

*S. Baker, E. Bennett, S. Kang, and R. Szeliski, ñRemoving Rolling Shutter Wobble,ò CVPR 2010.
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Mitigating the Effects of Rolling Shutter

ÅForssen and Ringaby 2010*
ÅParameterize camera motion as a continuous curve, with knots at the 

last row of each frame. Solve for curve parameters using non-linear least 

squares over inter-frame correspondences from a KLT tracker 

Original 

Frame from 

iPhone 3GS

Rectified 

Image

Rectification 

with Global 

Affine Method

Rectification 

with Global 

Shift Method

P. Forssen and E. Ringaby, ñRectifying Rolling Shutter Video from Hand-held Devices,ò CVPR 

2010.
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How well do these techniques 

work for face recognition?

An Open Questioné
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ROLLING SHUTTER SENSOR 

DISTORTION MODEL

Recovered 

Image

ÅAssume constant velocity, shear transformation parallel 

to the x-axis

Skewed 

Image

parametershearingk=
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ROLLING SHUTTER DISTORTION 

COMPENSATION

ÅDetermine the shearing parameter (k), and 

then apply an affine transformation to the image 

to remove the image distortion from the image. 

ÅOur approach* is based on using the 

coordinates of specific facial features and then 

determining the horizontal geometric distortion 

based on the average offset between these 

points on both sides of the face. 

ÅThe 1st feature point we have chosen is the x; y

coordinates of the center of the eye slightly 

offset to in-between the Plica semilunaris and 

the Inner Canthus of the eye. 

ÅThe 2nd feature point is slightly offset from 

Nostril to the Alar-sidewall located on the side 

of the nose. 

*B. Heflin, W. Scheirer and T. Boult, ñCorrecting 

Rolling-Shutter Distortion of CMOS Sensors using 

Facial Feature Detection,ò
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ROLLING SHUTTER DISTORTION 

COMPENSATION

ÅDue to the symmetry of the face even when there is some facial roll 

face the average offset between the two points in an image with no 

shear distortion is minimal.

ÅOur algorithm can handle some facial roll and pose variation up to 20 

degrees with minimal initial error. Both of the images shown have an 

initial error of less than 1 pixel.
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Qualitative Results

Skewed Image Recovered Image



3/28/2011 65

Experimental Evaluation

FERET240 subset.

Å3 gallery images per subject for training (720 for 

multiclass SVM)

Å1 image for testing
Å4 shearing parameters (k)

ÅV1-Like Features + Multiclass SVM Recognition Algorithm

k Raw 

Images

Corrected 

Images

Median 

Estimate (k)

0.14 87.9% 90.7% 0.15

0.20 80.7% 90.8% 0.19

0.33 52.3% 83.8% 0.30

0.40 25.7% 83.6% 0.37

RANK 1 RECOGNITION RESULTS FOR BASELINE AND ROLLING SHUTTER 

CORRECTED FERET 240.
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Qualitative Results
Skewed Image Recovered Image
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Experimental Evaluation

- 3 Images in gallery per subject for training (150 samples 
for multiclass SVM)

- ~100 frames per subject all containing rolling shutter 
distortion for testing

Subject Range (K) Raw 

Images

Corrected 

Images

1 0.35-0.54 56% 75%

2 0.19-0.35 59% 69%

3 0.21-0.29 25% 32%

4 0.25-0.32 48% 52%

RANK 1 RECOGNITION RESULTS FOR FRAMES FROM VIDEOS 

FOR 4 DIFFERENT SUBJECTS. THE GALLERY WAS A SIMULATED 

SURVEILLANCE WATCHLIST OF 50 SUBJECTS
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Data for Evaluation
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Face Databases 

The appearance of a face is affected by many factors
ïIdentity

ïFace pose - Occlusion

ïIllumination - Facial hair

ïFacial expression

The development of algorithms robust to these 
variations requires databases of sufficient size that 
include carefully controlled variations of these factors. 

Common databases are necessary to comparatively 
evaluate algorithms.

Collecting a high quality database is a resource-
intensive task. 
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Face Databases:AR

Å AR database. The conditions are (1) neutral, (2) smile, (3) anger, (4) scream, 

(5) left light on, (6) right light on, (7) both lights on, (8) sun glasses, (9) sun 

glasses/left light (10) sun glasses/right light, (11) scarf, (12) scarf/left light, 

(13) scarf/right light
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Face Databases: CAS-PEAL

Å CAS-PEAL database. The images were recorded using separate 

cameras triggered in close succession. The cameras are about 22.50

apart. Subjects were asked to look up, to look straight ahead, and to 

look down. Shown here are seven of the nine poses currently being 

distributed.
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Face Databases: FERET

Frontal image categories used in the FERET evaluations. For images in the fb category, a different facial 

expression was requested. The fc images were recorded with a different camera and under different lighting 

conditions. The duplicate images were recorded in a later session, with 0 and 1031 days (duplicate I) or 540 

to 1031 days (duplicate II) between recordings.

Additional set of pose images from the FERET database: right and left profile (labeled pr and pl), 

right and left quarter profile (qr, ql), and right and left half profile (hr, hl).
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Face Databases: BANCA

The BANCA and XM2VTS video databases distributed by the University of Surrey
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Labeled Faces in the Wild
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Face Database: PubFig
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CMU PIE
ÅA database of 41,368 images of 68 people, each person 

under 13 different poses, 43 different illumination 

conditions, and with 4 different expressions.
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ScFace Database

Å 4160 static images (in visible and infrared spectrum) of 130 subjects

Å 3 distances

Å 5 cameras
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Video Face Databases

Å MoBo(Motion of Body)

Å 25 individuals walking on a treadmill

Å Each subjects perform four different walk patterns: slow walk, 

fast walk, incline walk and walking with a ball

Å Taken from 5 high resolution cameras

Å All 6 views 
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The Honda/UCSD Database

ÅEach video sequence is recorded in an indoor 
environment at 15 frames per second, and each lasted for 
at least 15 seconds.

Å The resolution of each video sequence is 640x480

Å Set 1: Training, testing and occlusion subsets contains 20, 
42, 13 videos respectively from 20 human subjects.

Å Set 2: Training and Testing of 30 videos from another 15 
different human subjects
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UTK-LRHM

Å Distances: indoor: 10ï16 m and outdoor: 50ï300 m

*Not public?
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Lots of Available databases

Å The Yale Database

Å Project - Face In Action (FIA) Face Video Database, AMP, CMU

Å AT&T "The Database of Faces" (formerly "The ORL Database of 
Faces")

Å Cohn-Kanade AU Coded Facial Expression Database

Å MIT-CBCL Face Recognition Database

Å Image Database of Facial Actions and Expressions - Expression Image 
Database

Å Face Recognition Data, University of Essex, UK

Å NIST Mugshot Identification Database

Å NLPR Face Database

Å The University of Oulu Physics-Based Face Database

Å Face Video Database of the Max Planck Institute for Biological 
Cybernetics

Å Caltech Faces

Å éé.

Å éé.
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Requirements of 

database/evaluation methods



Controlled Experiments for Large 

Scale Collections
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Types of Face Models

ÅUnverified Synthetic Models

ïArtistic or simple mathematical models; have no underlying 

physical or statistical basis

ÅPhysics-based Models

ïBased on structure and materials combined with properties 

formally modeled in physics

ïOnly as good as their underlying assumptions

ÅStatistical Models

ïUse estimates of parameters to supplement or enhance 

synthetic models or physical models

ïHave greater predictive power for operational relevance for 

the population of the data
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Types of Face Models

ÅGuided Models

ïIndividual models based on individual 

people

ïNo attempt to capture properties of large 

groups or actual physics across models

ÅSemi-synthetic Models

ïUse measured data, such as 2D images or 

3D facial scans as the model

ïThe models are used for a re-rendering of 

measured data 
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Experiment  Setup  :

Sensor  : FOV 0.5o and 0.25o imaging (equivalent to 1600mm and 3200mm 

focal lengths ).   

Inter-pupil distance in resulting images is approx 120 pixels

181ft (55m)

91 ft (28m)

Controlled Experiments for Large Scale Collections

Photo-head Data  

Acquisition
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S2 GalleryS1 Gallery

March 2 12:32 PM, Sensor C0, (Original Images S2)

(C0,S2) Probe Set

March 2 12:32 PM, Sensor C0, (Original Images S1)

(C0,S1) Probe Set

March 2 12:32 PM, Sensor C1, (Original Images S2)

(C1,S2) Probe Set

March 2 12:32 PM, Sensor C1, (Original Images S1)

(C1,S1) Probe Set

Controlled Experiments for Large Scale 

Collections
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Controlled Experiments for Large Scale 

Collections

Blur length 15 

pixels, 122°
Blur length 17 

pixels, 59°
Blur length 20 

pixels, 52°

Lighting: 

1/4 Moonlight

0.043 - 0.017 nits



Controlled Experiments for Large Scale Collections

üSemi-Synthetic Data Examples

üWe match semi-synthetic data to real 

data to evaluate algorithms.
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Weather and Atmospheric Impacts

Atmospherics

Far 

camera 

on left

Near 

camera 

on right
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Weather and Atmospheric Impacts

Image 1 - Far Camera  Clear w/Wind 0-10 MPH

Self Matching 

0.6

0.7

0.8

0.9

0 5 10 15 20

Rank

C
M
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Afternoon

Evening Tw ilight

Evening

Morning

* leading commercial algorithm 

Morning 

Twilight Morning

Afternoon Evening 

Twilight

Variation over the day
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Weather and Atmospheric Impacts

All Weather Conditions w/Image#1 Gallery 

Wind 5-10 MPH

Far Camera
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All Weather Conditions w/Image#1 Gallery 

Wind 5-10 MPH

Near Camera

0.0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

0 50 100 150 200 250
Rank

C
M

S

HeavyRain-1

HeavyRain-2

LightSnow -1

LightSnow -2

ModerateRain-1

ModerateRain-2

LightRain-1

LightRain-2

Mist-1

Mist-2

 

Rank 3  recognition about 50% (near) - much worse at 200ft

Weather

Clear Snow Rain
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Full Evaluation Set: Re-Imaging CMU PIE

Complete PIE data set at 81M (indoors), 

214M (outdoors), 214M with motion blur

(interested? See me for details)
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Latest Photo-head Methodology

ÅCreate 3D models from well known 2D Data

ïConsider a frontal and profile image

ïEstablish key points on the face for alignment

ÅModels allow us to control for pose, and 

scene conditions

ÅSoftware: Forensica Profiler from Animetrics 

ïhttp://www.animetrics.com/products/ForensicaProf

iler.php
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Full Evaluation Set: CMU PIE

Original 

Screen 

Shot

Re-imaged 

at 81M 

Indoors

Re-Imaged 

at 214M

Re-Imaged at 

214M with 

Motion Blur
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Results for Re-imaged CMU PIE
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Illumination Invariance
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Illumination Invariance Methods
Passive Methods: Solve the problem by 
analysis of the images acquire.

ÅIllumination Variation Modeling

ÅIllumination Invariant Features

ÅPhotometric Normalization

Å3D Morphable Models

Active Methods: Employ the active imaging 
techniques to overcome the illumination 
variance:

Å3D information acquisition 

ÅThermal Infrared Images

ÅNear-infrared Images

Xuan Zou; Kittler, J.; Messer, K.; , "Illumination Invariant Face Recognition: A Surveyò, 2007
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Illumination Invariance Methods

Illumination Variation Modeling:

ÅLinear subspaces, Illumination cone, Generalized 
photometric Stereo é.

Illumination Invariant Features:

ÅDirection of Gradient, shape from shading, Quotient 
Image, EigenPhase, Local Binary Patterné..

Photometric Normalization:

ÅHistogram Normalization, Gamma Intensity 
correction, Local Normalization é.

Xuan Zou; Kittler, J.; Messer, K.; , "Illumination Invariant Face Recognition: A Surveyò, 2007
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Intensified Image Examples

CSU Standard NormalizationSecurics Dual LUT normalization

Comparison of Normalizations

Raw Normalized

Equinox

Securics

Normalized

CSU
NormalizedFrom CVPR04 paper by 

Socolinsky & Selinger
Dual LUT
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Advanced Feature Detection
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Advanced Feature Detection 

ÅOnce weôve found a face (Viola-Jones works rather 

well, even in tough conditions), what do we do?

ïPattern recognition often breaks down in unconstrained 

scenarios

ÅNeed features for geometric normalization, or for straight 

recognition

ÅWhat if geometric or intensity requirements arenôt fulfilled, 

because of distortion?

ïProposed solution #1: learn over features gathered in the 

appropriate scenarios (Illumination, Pose, Distance, Weather)   
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Advanced Feature Detection

Build classifiers for different scenarios
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Advanced Feature Detection

PCA Feature Approach with Machine Learning
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Addressing Performance

Not without a space cost ïtotal number of 

subspaces and classifiers:

(number of features x number of scales) 

Multi-resolution approach: start small, and restrict the 

search space as the image is scaled up
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Advanced Feature Detection

ÅLow-light evaluation: Subset of CMU PIE data 

set re-imaged in a controlled, dark, indoor 

ñphoto-headò setting

ÅCapture at 0.043 - 0.017 nits simulating a 

face at 100M 

ÅPositive Training Set: 250 images x (8 1-

pixel offsets from the ground-truth + ground-

truth point)

ÅNegative Training Set: 250 images x 9 pre-

defined negative regions around the ground-

truth

ÅTesting Set: 150 images
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Advanced Feature Detection

New detector vs. detector from a leading commercial vendor

Left eye: 1000 training 

example subspace, 4200 

training example classifier

Right eye: 1200 training 

example subspace, 4200 

training example classifier
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Advanced Feature Detection

Left: 

Learning 

Based 

Detector

Right: A 

Leading 

Commercial 

Detector

No Eyes Found

Qualitative Results
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Advanced Feature Detection

- Very Low-light Evaluation: FERET re-imaged at 0.0108 - 0.002 
nits

- Gallery for training (1100 samples for subspace, 4200 for SVM)

- FAFC for testing
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Advanced Feature Detection

- Blur Evaluation: FERET ba, bj, bk subsets

- 3 blur models for testing: 15 pixels - 122º, 

17 pixels - 59º, 20 pixels - 62º

- SVM Trained on 

2,000 base images 

using the 20 pixels, 52º 

model

- Subspace trained on 

1,000 images from the 

same model

- Tested on 150 images 

with various levels of 

blur
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Advanced Feature Detection

ÅApproach #2: Correlation Filters

ïAfter finding a face, what do we do?

ÅTraining and using classifiers for all types of 

unconstrained scenarios requires a considerable 

amount of storage and an accurate estimation of the 

degradations to be expected in the scenario which 

can be constantly changing.

ÅProposed solution: Incorporate estimates of the 

degradations such as noise and blur at run-time per 

frame into the eye detector.
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Advanced Feature Detection

uXDXXDh 111 )'( ---=

mDh 1-=

BlurOTFmDh Ã= - )( 1

MACE Filter: 

UMACE Filter:

AACE Filter:

Where:                      D: Average Power Spectrum from N training Images

X: Matrix containing the 2D Fourier transform of the N training images 

u: Desired filter output

m: 2D Fourier Transform of the average training image.

BlurOTF: blur optical transfer function 
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Advanced Feature Detection
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Advanced Feature Detection

Correlation based detector vs. detector from a leading 

commercial vendor

Left and Right eye
MACE filter: 6 training imgs. AACE filter: 266 training imgs.
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Advanced Feature Detection

- Very Low-light Evaluation: FERET re-imaged at 0.0108 - 0.002 nits

- MACE Filter: 4 Training Images

- AACE Filter: 588 Training Images

- FAFC for testing
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Advanced Feature Detection

- Blur Estimate Can Be Easily Convolved into AACE filter

AACE Filter Convolved with 

Blur Model: 15 pixels - 122º

Original AACE Filter

Blur Model: 15 pixels - 122º
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Advanced Feature Detection
- Blur Evaluation: FERET ba, bj, bk subsets

- 3 blur models for testing: 15 pixels - 122º, 

17 pixels - 59º, 20 pixels - 62º

- AACE filter trained on 

1,500 original images 

then convolved with the 

20 pixels, 52º model

- Tested on 150 images 

with various levels of blur


