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Changes to the Syllabus:
See Course Website

Changes in Course Logistics:
See my Email and Slack



We are now caught up on grading. If you
have questions on where you stand in the
class, contact Prof. Scheirer.
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Homework #5 has been released. It IS due
4/2 at 11:59PM

See Assignments Page on the course
website for details
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THEY TOOK YOUR DATA.
THEN THEY TOOK CONTROL. .

HACK

From the Academy Award®
nominated filmmakers behind THE SQUARE

JULY 24

Film Response Summar
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Format Strings Attack

Another common bug:

int func (char *user) {
fprintf (stderr, user);

}
Problem: what if *user = "$5%s5%s%s%s%s%s"?
e Most likely, program will crash: DoS.

e |[f not, program will print memory contents. Privacy impact?

e Full exploit using *user = "$n

Correct use of fprintf (): fprintf (stdout, '%s", user);
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Vulnerable functions

Any function using a format string:

Printing:
printf (), fprintf(), sprintf(), ..
vprintf (), vifprintf (), vsprintf(), ..

Logging:

syslog (), err (), warn()
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Writing a format strings exploit

e Dumping arbitrary locations in memory:
— Walk up the stack until desired pointer is found.

—printf ("$08x.%08x.%08x.%08x|%s|")

¢ \Write to arbitrary locations in memory:

—printf ("hello %n', &temp) // writes ‘6’ into memory

—printf ("$08x.%08x.%08x.%08x.%n")
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Race Conditions

e (General category of bug (not always a security
problem)

o Affects systems where the output is dependent on the
seqguence or timing of other uncontrollable events

« Becomes a bug when events do not happen in the
order the programmer intended

* Trouble for authentication:

* (1) Check for authentication, (2) State changes, (3) Act
on authentication
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Example: race condition exploit in
Starbucks gift cards

* Hole in online gift card
purchases surfaced in 2015

K 0

TS ALWAYS FRigyy

e |nitiate two identical web
store transfers, trick the store
Into recording both

» Normal use: Move money from
one card with $5 onto another,
for a total of $10 on one card

»  With duplicate transfer: end up
with $15 on one card!

Gift card (€6) BY-SA 2.0 401(K) 2012

https://www.schneier.com/blog/archives/2015/05/race_condition_.html 133



Helpful Tools for Writing Exploits



Metasploit (www.metasploit.com

Tool for developing and executing exploit code against a
target machine

me tas |0i te i& Project- Test v = Account-jondoe v & Administration v (» Community
@ community p
& Overview 24 Analysis ’ - Sessions e \ﬁ Campaigns #* Web Apps € Modules Tags 71 Reports [z=] Tasks
Home Test Hosts
toHost il Delete @ Scan & Import (<) Nexpose & Modules 24 Bruteforce ) Exploit @ New Host Q»

' (& Hosts || L] Notes I ¢ Services If € Vulnerabilities g Captured Evidence

Show @ZJ entries

IP Address Name OS Name Version Purpose Services Vulns Notes Updated v Status

10.1.95.80 EE Unknown device 1 2 minutes ago
0 Linux
vmware-bavm

10.1.95.113 vmware-bavm 2.6.12-9-686 #1 Mon device 1 1 3 minutes ago m
Oct 10 13:25:32 BST
2005 i686

10.1.95.253 i, Konica Printer printer 1 5 minutes ago Scanned

Showing 1 to 3 of 3 entries First | | Previous | |1 | Next | | Last

111012000000 2010-2011 Rapid7 LLC, Boston, MA <> RAPID7

Metasploit Community 4

Metasploit-Community @ BY-SA 3.0 Pradameinhoff
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What does metasploit do”?

e Provides tools that make debugging, offset hunting
and payload crafting easier

* Basic steps for exploiting a system via the framework:

1. Choose and configure an exploit (over 900 available in
the framework)

2. Check whether a target system is vulnerable
3. Choose and configure a payload
4. Encode payload to evade IDS

5. Execute the exploit
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Disassembling code

* Broad knowledge of assembly language is
essential for writing exploits

» Need to know where function calls exist in memory,
the internal execution flow of the program, and the
state of the heap / stack (eip / rip manipulation)

» Sometimes source code isn't available; the binary
must be examined in these cases
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gdb

(gdb) disass main

Dump of assembler code for function main:
0x0000000000400624 <+0>: push srbp
0x0000000000400625 <+1>: mov srsp, srbp
0x0000000000400628 <+4>: sub $0x30, 3rsp
0x000000000040062c <+8>: mov %edi, -0x24 (3rbp)
0x000000000040062f <+11>: mov $rsi, -0x30 (5rbp)
0x0000000000400633 <+15>: cmpl $0x4,-0x24 ($rbp)
0x0000000000400637 <+19>: Jje 0x40063e <main+26>
0x0000000000400639 <+21>: Jmpqg 0x400731 <main+269>
0x000000000040063e <+26>: mov $0x100, $edi
0x0000000000400643 <+31>: callg 0x400520 <malloc@plt>
0x0000000000400648 <+36>: mov $rax,-0x18 (3rbp)
0x000000000040064c <+40>: mov $0x40082c, $eax
0x00000000004000651 <+45>: mov -0x18 (%rbp) , $rdx
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IDA PRO

https://www.hex-rays.com/index.shtml

|
| E“IDA - D:\AdamMil\games\capitalism2\cap2.exe _I_J- [m) 5‘
File Edit m Search View Debugger Options Windows Help
iR RS winan@ee]| < || g - - § MK -~ £ ¢ 5 e
[ —" — "
X M| Functions window | X N Names window | v | X (3 DA Viewa | x B Stuctures | X En Enums | X & Local Types | X B Exports | X " Strings window | v
3 (==& "
Function name | Seqment] Start Al
‘@ sub_B34170 text 00634170 loc 6889DF:
| 347 sub_34180 text 00634180 call __wincndln
N7 sub_634130 test 00634190 test  byte ptr [ebp+StartupInfo.duFlags], bl
M sub_B34140 text 00634140 jz short loc_6889EF
7] sub_B341BD text 00634180 gl
il sub_B341CD text 006341C0 ¥
5 sub_6341D0 tet  D0B34IDD BN
"@sub_BSMEU text 006341E0 mouzx ecx, [ebp+StartupInfo.wShowWindow]
7 sub_B34TFO text 0063410 jmp short loc_6089F2
M) sub_634200 text 00634200
\@ sub_B34210 text 00634210
M sub_63421F text 0063421F v ¥
. , o BN
lLine 8435 of 8435 loc_6089F2: ; nShowtnd
¥ Function calls: __tmainCRTStartup o Xl push ecx .
: push eax ; 1lpCmdLine
Address TCaIIer |/ Instruction push 8 ; hPrevInstance
_text:00E08AEE $LN33 imp  __tr push 406066h ; hInstance
call _WinMain@16 ; WinMain(x,x,x,x)
mov [ebp+var_1C], eax
cmp [ebp+var_28], 8
4 | &l jnz short $LN44
Address | Called function :] |
_text:00608890 call __SEH_prologd —
_text:0060889D cal  ds:GetStartuplnfad
.text: 00608888 call ebx; GetProcessHeap I:ﬂ N
est00B088BE  call dsHeapdlloc __';l K| I >l
<« | > |100.00%  [(896,2602) [(-17,33)  |002089FE  |D0GOBYFB: _tmainCRTStartup+172
| Output window (]
68D6B0: using guessed type char byte_68D6E0; -
€90978: using guessed type int dword_690978;
Sorting 'Strings window‘... ok ;]
iodf |
|au: idle [up  |pisk: 1GB 7

https://youtu.be/vb18UVF4a_o
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FUzzing

« Black-box testing methodology

e Checks code modules for vulnerability to overflows
» Many are not obvious to visual inspection

* Two fuzzing strategies are typically deployed
1. Mutation-based fuzzers

2. Generation-based fuzzers
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CERT Basic Fuzzing Framework (BFF

Mutational fuzzer

https://github.com/CERTCC-Vulnerability-Analysis/certfuzz

¢ Lt -
| DebianFuzz-2.0 - VMware Workstation / e e
‘ File Edit View VM Team Windows Help ij @ |E} ey : [#] | A— ¥ ﬁ ad '7‘L{W BB

) DebianFuzz-2.0

éoﬂgﬂ
76!

bff Generating
llufpuf file i

FPE)
836 file=/hom

pn/ie.ppm |

74/s 4004,1/m 2

nal & (SIGFPE)

zz/fuzzing/convert/ie.ppn/ie.ppn |

- 088308220, Ts signa y 3 05 1 as "i-ggagbb
) h7e3e450abde

‘/C ‘_‘ _script,py ddd4
f 7158 -r0,088: 28¢ ‘home /fuzzing/convert/ie,ppm

cat /home/F /fuzzing/convert/ie.ppw/ie.ppm | zzuf -s233443 -r0,08 20,147 /fuzzing/convert/ie.ppm
/ie,ppn, 233443
fuzz@debian:/nnt/hafs/fuzzs |

To return to your computer, move the mouse pointer outside or press Ctri+Alt. | ‘{‘@ )

B =9 |

https://youtu.be/kSnc7RI5ByA
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http://w3af.org/

w3af

w3af - Web Application Attack and Audit Framework

Profiles Edit Tools Configuration Help

NN M @ % & @
—

Scan config

Profiles

Target: |Insert the target URL here

Plugin Active

2 audit =
audit_high_risk R4 auth O

bruteforce A

empty_profile

]

fast_scan 1 generic O

full_audit ¥ bruteforce

full_audit_manual _disc 7 basicAuthBrute
sitemap

web_infrastructure < discovery

O

O

# formAuthBrute O
=

afd O
# allowedMethods O
#! archiveDotOrg O
7 bing_spider O
#1 content_negotiation a
detectReverseProxy O
detectTransparentProxy

1 digitSum

100

A dir hruter

b d
n
(=4
<
©

Plugin

m

v output

Q

1 console
A csv_file
47 emailReport

1 export_requests

R O0ODO

gtkOutput

O

21 htmlFile
1 textFile

O

2 xmlFile

O

00000000

[This authentication plugin can login to web application with more
and complex authentication schemas where the generic plugin d¢

Three configurable parameters exist:
- username
- password
- username_field
- password_field
- data_format
- auth_url
- method
- check_url
- check_string

username ‘
password ‘
username_field ‘ |

password_field ‘

%u=%U&%p="%P

data_format

auth_url
method [posT |
check_url ‘

check_string ‘

Image Credit: https://binarymist.files.wordpress.com/2014/01/w3af.png

Features:

Daemons

Fast HTTP Client
Output Manager
Fuzzing Engine

Knowledge base
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skipfish

https://code.google.com/archive/p/skipfish/

Scanner version: 1.78b Scan date:  Sun Nov 21 23:40:36 2010
Random seed: oxicq1920a  Totaltime: ohr gmin 8sec 467 ms

Problem

n? Click here for advice.

WEE AFP SCANNER

Crawl results - click to expand:

‘y == http://www.example.com/ ©4 ©6 €67
== Code: 200, length: 596, declared: text/html, detected: application/xhtml+xml, charset: UTF-8 [ show trace + ]
© New 404 signature seen
1. Code: 404, length: 270, declared: text/html, charset: iso-8859-1 [ show trace + ]
© New 'Server' header value seen
1. Code: 200, length: 596, declared: text/html, charset: UTF-8 [ show trace + ]
Memo: Apache

d« .svn sy @1
Code: 403, length: 272, declared: text/html, detected: application/xhtml+xml, charset: iso-8859-1 [ show trace + ]

cgi-bin »

Code: 403, length: 275, declared: text/html, detected: application/xhtml+xml, charset: iso-8859-1 [ show trace + ]

= error r 1 €5

Code: 403, length: 273, declared: text/html, detected: application/xhtml+xml, charset: is0-8859-1 [ show trace + ]

' dy dy 4

& svn s
Code: 403, length: 278, declared: text/html, charset: iso-8859-1 [ show trace + ]

B. <4k include r €3

Code: 403, length: 281, declared: text/html, detected: application/xhtml+xml, charset: iso-8859-1 [ show trace + ]
4 README .+ 91

=== Code: 200, length: 1979, declared: text/plain, detected: text/plain, charset: UTF-8 [ show trace + ]

b, 4= icons @4 @2 €57

Code: 200, length: 30019, declared: text/html, detected: application/xhtml+xml, charset: ISO-8859-1 [ show trace + ]

index.html ¢

- Code: 200, length: 596, declared: text/html, charset: UTF-8 [ show trace + ]

Document type overview - click to expand:

. - application/xhtml+xml (5)

https://www.owasp.org/index.php/Automated_Audit_using_SKIPFISH
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